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Architecture of computers

▶ Last Week

▶ What is a computer?

▶ Memory

▶ Random Access Memory

▶ Central Processing Unit - CPU

▶ Machine instructions

▶ Operating System
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Last Week
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Features of a computer

What is a computer ?
A computer can make calculations.

Contains Data and a Program

Data and Program are in memory (von Neuman Architecure).

Computers are made of transistors.

How does it work?
Programs must be started and managed by an Operating System (OS).

Files must be stored on permanent devices (tapes, floppy, disks, flash memory, . . . ).
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What is a computer?
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Question

What is a computer made of?

Mainly transistors
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Memory
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Switches, Transitors and Memory

If you switch light

By entering the room you switch the light on
By leaving the room you do not switch it off
When you come back: light is still on
It is Memory: it can be On or Off

The switch remembers the last command

Until you change it, it remains
Change = “overwrite” the value

Light switch are mechanical

Babage computer was also mechanical
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Memory

Definition

container for alterable patterns that retain an entered pattern until someone or something
alters the pattern

In computers

The patterns are electrical: there is a voltage or there is no voltage

In history

Memeory was physical (made out of cams for babbage)
Could have been hydraulic (high / low position),
. . .
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Memory out of electricity

Problems with light switches

They require fingers to set them
Computer memory should be operated by the same force it controls
So memory can be passed to other memory storage locations
Such a switch is called a relay

How do relays work

You can flip a relay by feeding it a pulse of electricity
Computers have been made out of relays
It was a long time ago
They were not powerfull : relay is about the size of an ice cube
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Memory out of electronics

Memory is made out of transistor switches

Early in history, they were made out of vacuum tube switches

Transistors

Use properties of silicon to act as switches
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Transistor

Chapter 3 ■ Lifting the Hood 49

Fully electronic computers are made out of transistor switches. (Very early
computers were also made with vacuum tube switches.) Transistors are tiny
crystals of silicon that use the peculiar electrical properties of silicon to act
as switches. I won’t try to explain what those peculiar properties are, as that
would take an entire book unto itself. Let’s consider a transistor switch a sort
of electrical black box, and describe it in terms of inputs and outputs.

Figure 3-1 shows a transistor switch. (It is a field-effect transistor, which in
truth is only one type of transistor, but it is the type that our current computers
are made of.) When an electrical voltage is applied to pin 1, current flows
between pins 2 and 3. When the voltage is removed from pin 1, current ceases
to flow between pins 2 and 3.
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Figure 3-1: Transistor switches and memory cells

In real life, a tiny handful of other components (typically diodes and
capacitors) are necessary to make things work smoothly in a computer memory
context. These are not necessarily little gizmos connected by wires to the
outside of the transistor (although in early transistorized computers they
were), but are now cut from the same silicon crystal the transistor itself is cut
from, and occupy almost no space at all. Taken together, the transistor switch
and its support components are called a memory cell. I’ve hidden the electrical
complexity of the memory cell within an appropriate black-box symbol in
Figure 3-1.

Field effect transistor
When Electric voltage is applied to pin 1
Current flows between pin 2 and 3
When voltage is removed from pin 1
current ceases to flow between pins 2 and 3Berner Fachhochschule | Haute école spécialisée bernoise | Bern University of Applied Sciences 12



Memory Cell

Chapter 3 ■ Lifting the Hood 49
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crystals of silicon that use the peculiar electrical properties of silicon to act
as switches. I won’t try to explain what those peculiar properties are, as that
would take an entire book unto itself. Let’s consider a transistor switch a sort
of electrical black box, and describe it in terms of inputs and outputs.

Figure 3-1 shows a transistor switch. (It is a field-effect transistor, which in
truth is only one type of transistor, but it is the type that our current computers
are made of.) When an electrical voltage is applied to pin 1, current flows
between pins 2 and 3. When the voltage is removed from pin 1, current ceases
to flow between pins 2 and 3.
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Figure 3-1: Transistor switches and memory cells

In real life, a tiny handful of other components (typically diodes and
capacitors) are necessary to make things work smoothly in a computer memory
context. These are not necessarily little gizmos connected by wires to the
outside of the transistor (although in early transistorized computers they
were), but are now cut from the same silicon crystal the transistor itself is cut
from, and occupy almost no space at all. Taken together, the transistor switch
and its support components are called a memory cell. I’ve hidden the electrical
complexity of the memory cell within an appropriate black-box symbol in
Figure 3-1.

In real life
other components needed (diodes, capacitors, . . . ),

Voltage
If you put a tiny voltage on select, a voltage will appear and remain on its ouput pin
If you select and change the input, it changes the output voltage
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Store more than One bit

One Chip contained one transistor

Together with other components: one bit of memory

Ingenieurs crisscrossed the chip into four transtors (+ components)

Four bits in one chip

Shrinking process begins

8 bits, 16 bits, 256 bits, 1kbits (1024 bits)
. . .
4 GB (Bytes not bits)
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Random Access Memory
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Random Access

Randomness of memory?

Access any memory cell independently
Give an address : get the value
No need to read all memory

Opposite

Serial access memory
Tapes
Hard disk
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Random Access Memory

In memory, each bit is stored in its own memory cell

Analog to the one seen previously

Each cell has one unique number: Its Address

Addresses start by 0, 1, 2, 3,
. . .
... n− 1 ( where n is the number of memory cells)

The chip has pins called address pins

Used to input the address of the desired cell

It has two other pins

One read / write pin
One data pin
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RAM Chapter 3 ■ Lifting the Hood 53
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Figure 3-2: A RAM chip

That’s all done internally to the chip. As far as you, on the outside, are
concerned, once you’ve applied the address to the address pins, voila! The data
pin will contain a voltage representing the value of the bit you requested. If
that bit contained a binary 1, the data pin will contain a 5-volt signal; otherwise,
the binary 0 bit will be represented by 0 volts.

Memory Access Time
Chips are graded by how long it takes for the data to appear on the data pin
after you’ve applied the address to the address pins. Obviously, the faster the
better, but some chips (for electrical reasons that again are difficult to explain)
are faster than others.

The time values are so small as to seem almost insignificant: 30 nanoseconds
is a typical memory chip access time. A nanosecond is a billionth of a second, so
30 nanoseconds is significantly less than one 10-millionth of a second. Great
stuff—but to accomplish anything useful, a computer needs to access memory
hundreds of thousands, millions, or (in most cases) billions of times. Those
nanoseconds add up. If you become an expert assembly language programmer,
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Access 1 bit of RAM

Address pins

You put voltage on some pins (5V for instance) and not on some other
It represents a number in binary (where 0V is 0 and 5V represents 1)
The cell with the given address is activated

Depending on status of Data pin

Voltage / no voltage
The system is read or write

You can read or write from the read/write pin

Read the voltage (0 or 5V) (in read mode)
Set the voltage to overwrite the value (in write mode)
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Memory is more than 1bit

Other units

A bit is a single binary digit 0 or 1
A byte is 8 bits side by side
A word is 2 bytes side by side
A double word is 2 words side by side
A quadword is 2 double words side by side

Most computers process information in quadwords (64 bits)
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Access 8 bits

We have 8 memory chips

The address bits are related
The same address is sent to 8 chips

Each chip delivers one bit

The bit can be read or write
One bit at a time

8 chips: 8 bits
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RAM 56 Chapter 3 ■ Lifting the Hood

20 Address Lines

8 Data Lines

Figure 3-3: A 1-megabyte memory system

It’s been a long time, after all, since we’ve had to plug individual memory
chips into our computers. Today, memory chips are nearly always gathered
together into plug-in Dual Inline Memory Modules (DIMMs) of various
capacities. These modules are little green-colored circuit boards about 5 inches
long and 1 inch high. In 2009, all desktop PC-compatible computers use
such modules, generally in pairs. Each module typically stores 32 bits at
each memory address (often, but not always, in eight individual memory
chips, each chip storing four bits at each memory address) and a pair of
modules acting together stores 64 bits at each memory address. The number
of memory locations within each module varies, but the capacity is commonly
512 megabytes (MB), or 1 or 2 gigabytes (GB). (I will use the abbreviations MB
and GB from now on.)

It’s important to note that the way memory chips are combined into a
memory system does not affect the way your programs operate. When a pro-
gram that you’ve written accesses a byte of memory at a particular address,
the computer takes care of fetching it from the appropriate place in that jungle
of chips and circuit boards. One memory system arranged a certain way might
bring the data back from memory faster than another memory system arranged
a different way, but the addresses are the same, and the data is the same. From
the point of view of your program, there is no functional difference.
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RAM is somehow more complex

So simple architecture no longer exists

There are many different ways of distributing chips

Chips storing 1,2,3,4,8 bits per address are relatively common

Desing of memory is a subdiscipline in electrical engineering

Today memory is provided in Dual Inline Memory Modules (DIMMs)
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Accessing memory

Number of bits accessed

In 8 bits computers: memory returns a byte
In 16 bits computers : memory returns a word
In 32 bits computers: memory returns a double word
In 64 bits computers: memory returns a quad word

Convention

Regardless on the size of the return value
Every byte has its own address

Example

If you access the memory at address 123 on a 32 bits architecture,
you receive the bytes having the addresses 123, 124, 125, and 126,
If you access memory at address 126
You receive bytes with the addresses 126, 127, 128, 129

Any byte in memory can be addressed!
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Central Processing Unit - CPU
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CPU

Central Processing Unit

“does the work”
Arithmetic computation, reading writing in memory,

Peripherals also work

Network or USB ports
Video display board (using Graphical Processing Unit - GPU and memory)

Intel is the market leader

AMD is a big competitor
CPU’s are standardized
Commands to CPU are the same for all manufacturers
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Talking to Memory

CPU has to communicate with memory

Address pins

CPU has pins for memory addresses
They are connected to pins of memory chips

Data lines

Are connected to Data output of the memory
Are used to read (or write) the memory

The CPU writes an address on the bus, the Memory answers the value on data lines

(Reality is a little bit more complicated, but the principle remains true)
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The CPU and Memory
Chapter 3 ■ Lifting the Hood 59

CPU Chip

Data 
Lines

Address 
Lines

Figure 3-4: The CPU and memory

Figure 3-4 is, of course, purely conceptual. Modern memory systems are a
great deal more complex than what is shown, but in essence they all work the
same way: the CPU passes an address to the memory system, and the memory
system either accepts data from the CPU for storage at that address or places
the data found at that address on the computer’s data bus for the CPU to
process.

Riding the Data Bus
This give-and-take between the CPU and the memory system represents the
bulk of what happens inside your computer. Information flows from memory
into the CPU and back again. Information flows in other paths as well. Your
computer contains additional devices called peripherals that are either sources
or destinations (or both) for information.

Video display boards, disk drives, USB ports, and network ports are the
most common peripherals in PC-type computers. Like the CPU and memory,
they are all ultimately electrical devices. Most modern peripherals consist of
one or two large chips and perhaps a couple of smaller chips that support
the larger chips. Like both the CPU chip and memory chips, these peripheral
devices have both address pins and data pins. Some peripherals, graphics
boards in particular, have their own memory chips, and these days their
own dedicated CPUs. (Your modern high-performance graphics board is a
high-powered computer in its own right, albeit one with a very specific and
limited mission.)

Peripherals ‘‘talk’’ to the CPU (that is, they pass the CPU data or take data
from the CPU) and sometimes to one another. These conversations take place
across the electrical connections linking the address pins and data pins that
all devices in the computer have in common. These electrical lines are called a
data bus and they form a sort of party line linking the CPU with all other parts
of the computer. An elaborate system of electrical arbitration determines when
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Data Bus

Used to communicate with Peripherals
Video display boards
Disk drives
USB ports
Network ports
source and/or destination for information

Peripherals “talk” to the CPU

Done using electrical connections linking all address pins and data pins
It links all the peripherals and the CPU together
It is called data bus

Communication using data bus

An address is placed on the bus, followed by some data
Special signals go out on the bus to indicate if target is memory or one peripheral
Address of peripheral = I/O address (unlike memory address)
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A computer
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CPU and Memory
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Registers

Every CPU contains data storage: Registers
Very few storage
Very fast compared to memory access

Workbench

Where the CPU places elements to work on

Example: addition

You place one opperand in one register
The other operand in another register
The sum replaces one of the register
Sum can be placed in another register
for being used in another operation
or stored in memory for a later use
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Registers

Registers do not have addresses

Like memory (address 00558D2H)

Registers have names

EAX, EDI, R9
Names are the results of a long history
From 8 bits CPU to 64 bits CPU’s

Some registers have special powers

Registers can be used for storing information
some registers are used for a special function

Registers are presented in detail next week
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Data Bus

Information enters through a network port

Assemble the signal into bytes of data
Information is placed on the data bus

CPU reads the information

Processes it in other ways
place it back on the data bus

Display board retrieves bytes from the data bus

writes into the video memory
one can see the information on screen
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Machine instructions

Berner Fachhochschule | Haute école spécialisée bernoise | Bern University of Applied Sciences 35



What is a Program

A program is just data

Stored in memory
Not different to other data
Machine instructions are just bytes

CPU reads from memory

CPU asks the memory for a given address (it knows it is an instruction)
An instruction is placed on the bus
CPU reads it: 0B6H 073H for instance
Means load the value 73H into register DH

Each instruction tells the CPU to perform one generally small and limited task

Writing the sequence of instruction is Assembly language programming

The CPU has a special counter (register) pointing to the next instruction

The loading is automatic
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Machine instruction

Machine instruction is binary code

It is not numbers (numbers are used to represent them)
The binary instructions triger the transistors: switches in the CPU

Instruction 01000000B (40H)

Directs CPU to add 1 to the value stored in register AX
The sum is placed back in AX

The 8 bits are loaded in the CPU

They push 8 switches
which push dozens of switches
and finally push thousands of switches
In the end, the value contained in register AX is incremented
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Changing course

CPU normally picks up the next comming instruction

the address of the current instruction is automatically incremented

Some instructions change the order of the instructions

The CPU can jump to another instruction

Anywhere in the program

Jump the next instruction

after a test

Go back to the start of a program

or a sub-program
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Operating System
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Operating System

Responsible for basic functions

Storage of data on disk
Pick input from keyboard
Display information on screen

Nowadays, much more complicated

Memory management
Multi-user
Multi-task
. . .

Just another program

Written also in memory
Contains CPU instructions
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Very old OS: CP/M

For desktop microcomputers in 1979

“State of the art” in 1979

OS is loaded at startup

If you type the name of a program

CP/M loads the program from a disk file into memory
Hands over all power over the machine to the program
The program overwrites the OS in memory (because memory was VERY expensive)
Only one program could be executed at a time
Program runs

When program finishes

CP/M was reloaded from the floppy disk into memory
wait for another command to be typed
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DOS and BIOS

PC DOS replaced CP/M on IBM PC

DOS did not go away
remained in place while application was loaded

IBM took some code on a memory chip

Program for handling Keyboard, display and disk drives
Took away from disk drive
Program written on a Read Only Memory (ROM) soldered to the motherboard

Program was called BIOS

Basic Input/Output System

It is nicknamed “firmware” because it is not volatile

All modern computers have BIOS
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Multitasking

DOS was not realy an OS

Just file manager
and program launcher

Windows 95 was multitask

Operated in 32-bits protected mode
But needed to support DOS

More than one task

Memory was cheaper
Possibility to have several programs at the same time in memory

Example

One program starts
After few milliseconds, windows “preempt”
Windows starts the next program
And so on, each program receive a small slice of CPU time
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Multitasking

72 Chapter 3 ■ Lifting the Hood

and DOS applications to deal with, and such ‘‘legacy’’ software was written
long before protected mode was an option. Windows 95 did, however, have
something not seen previously in the PC world: preemptive multitasking.

Memory had gotten cheap enough by 1995 that it was possible to have
not just one or two but several programs in memory at the same time. In
an elaborate partnership with the CPU, Windows 95 created the convincing
illusion that all of the programs in memory were running at once. This was
done by giving each program loaded into memory a short slice of the CPU’s
time. A program would begin running on the CPU, and some number of its
machine instructions would execute.

However, after a set period of time (usually a small fraction of a second)
Windows 95 would ‘‘preempt’’ that first program, and give control of the CPU
to the second program on the list. That program would execute instructions for
a few milliseconds until it too was preempted. Windows 95 would go down
the list, letting each program run for a little while. When it reached the bottom
of the list, it would start again at the top and continue running through the
list, round-robin fashion, letting each program run for a little while. The CPU
was fast enough that the user sitting in front of the display would think that
all the programs were running simultaneously.

Figure 3-5 may make this clearer. Imagine a rotary switch, in which a rotor
turns continuously and touches each of several contacts in sequence, once
per revolution. Each time it touches the contact for one of the programs, that
program is allowed to run. When the rotor moves to the next contact, the
previous program stops in its tracks, and the next program gets a little time
to run.

Program 3

Program 2

Program 1CPU

Program 4

Program 5

Figure 3-5: The idea of multitasking

The operating system can define a priority for each program on the list, so
that some get more time to run than others. High-priority tasks get more clock
cycles to execute, whereas low-priority tasks get fewer.
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Linux

Linus Torvals wrote Linux in 1991

Unix like operating system
Multitask
More powerfull structure than Win 95

Core of Linux : The Kernel
Took full advantage of IA-32 protected mode
Kernel: entirely separated from user interface
System memory entirely tagged: kernel space or user space
Programs in user space do not have access to kernel space
Communication throw System calls

Direct access to hardware limited to kernel

Memory, video, peripherals

This design is still in use in successors of Linux and Win NT
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Protected Mode74 Chapter 3 ■ Lifting the Hood

Kernel

Hard Disk
Driver

Display Driver

User-Interface
Shell

Your Program

CPU

Periodically, the CPU gives each of the
many programs running in memory a small
slice of execution time. Everything below

the dotted line
runs in “kernel
space” and has
special privileges
and protections.

The graphical
shell, plus all
ordinary
applications
(Web browsers,
editors, etc., and
programs that
you write) run in
“user space.”

Memory

Figure 3-6: A mature, protected-mode operating system

The Plan

I can sum all of this up by borrowing one of the most potent metaphors for
computing ever uttered: The computer is a box that follows a plan. These are
the words of Ted Nelson, author of the uncanny book Computer Lib/Dream
Machines, and one of those very rare people who have the infuriating habit of
being right most of the time.

You write the plan. The computer follows it by passing the instructions,
byte by byte, to the CPU. At the bottom of it, the process is a hellishly
complicated electrical chain reaction involving hundreds of thousands of
switches composed of many hundreds of thousands or even millions of
transistors. That part of it, however, is hidden from you so that you don’t have
to worry about it. Once you tell all those heaps of transistors what to do, they
know how to do it.
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Conclusion

A program is just data

Instructions are data
They are bits, and are represented as numbers (in hex for instance)

Memory and CPU are linked throw a Bus

It links also all periferals
CPU writes on it and periferals read what is for them

Multitasking requires an OS that can protect programs and memory

To protect features
To avoid security risks
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